
THE 
FIGURES 
ARE IN: 
hybrid 
working is 
here to stay.

HOW TO PROTECT 
YOUR BUSINESS

ONLY 47%
of Australian business security leaders are across the risk posed to 
employees who are working from home or remotely2 

Suppose your business hasn’t thoroughly assessed the security risks 
posed by a remote workforce. You’re likely allowing behaviours that will 
significantly increase your chances of an attack — after all, it only takes 
one innocent mistake to usher in disaster. 

MORE THAN HALF
of Australian businesses allow employees to use personal devices and 
emails to conduct company work3

In the rush to organise remote working arrangements, employees may 
not have been set up with a business laptop or appropriate support to 
continue working securely from home. This leads to a loss of visibility 
across security updates and data sharing, and can provide hackers with 
an easy portal to access company information. 

45% OF AUSTRALIAN
EMPLOYEES
have experienced an increase in email phishing attacks4 

Phishing attacks are on the rise and remote workers are more susceptible 
than ever to falling prey to one. Attackers prey on employees’ unfamiliar 
routines, distractions and their inability to confirm with fellow office 
workers whether an email or link is genuine.  

NEARLY TWO-THIRDS
of employees use personal passwords to protect corporate data5 

Despite employees knowing what constitutes a strong password, an 
overwhelming number are using the same (weak) passwords for their 
home applications and business. Juggling multiple passwords is 
frustrating, but it is one of the easiest ways for hackers to access 
confidential company information.

There are some straightforward ways to 
protect your business when you’re allowing 
workers to access confidential information 

remotely. 

PRESENTS

We’ve teamed up with our friends at HP & 
Intel to bring you the top four cybersecurity 
risks your SMB should keep an eye out for and 
how you can tackle them! 

With increased work flexibility, SMBs 
around the state are coming up against 
new security vulnerabilities that weren’t 
evident when work was conducted solely 
from the office.

Source: 2020 study 
conducted by Square Holes.

Create a remote working 
security policy. This should 

include policies that 
address password 

management, access 
privileges and connecting 

to public Wi-Fi. 

Set up regular security 
training sessions with 

mandatory attendance for 
all employees.

Get expert help to set up 
secure endpoint devices 
for every remote worker, 
so they don’t have to log 
in with personal devices.

Blackbird IT has partnered with HP & Intel to offer your business the 
opportunity to assess your unique security risks from your endpoint 

devices. If you have employees accessing your information remotely, you 
can’t afford to risk a slip-up! 
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CYBERSECURITY
AND HYBRID WORK:

KEEP AN EYE OUT FOR THESE
FOUR RED FLAGS

RESERVE MY AUDIT!

1 http://squareholes.com/SAmindandmood/ 
2https://www.tenable.com/analyst-research/forrester-spotlight-australia
3https://which-50.com/remote-working-is-here-to-stay-but-security-needs-addressing/ 
4https://which-50.com/remote-working-is-here-to-stay-but-security-needs-addressing/ 
5https://itbrief.com.au/story/despite-cybersecurity-training-85-of-employees-still-reuse-passwords-report

https://blackbirdit.com.au/endpoint-devices-are-your-first-line-of-defence-against-cyber-attacks/

