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CYBERCRIME’S MOST

LIST
Online business in 2021 is looking more and more like the 
Wild, Wild West — minus the whiskey and the ten-gallon 

of South Australian businesses
have been a victim of crime over
the past two years, with cybercrime
topping the list of their most
pressing concerns1.  

MORE
THAN
2/3RDS

Giddyap! 

RANSOMWARE

FACT

It’s a stickup! Malicious offenders are encrypting the files, 
data or devices of innocent businesses and holding them for 
ransom. You’re forced to pay up (and fast!) otherwise you 
can’t access or use your data, forcing your business to stop.

The ACCC recommends you do not pay the 
ransom. There’s no guarantee that you’ll 
get your data back, and it can also make 
you vulnerable to future attacks3. 

DATA BREACHES

FACT

The most yellow-bellied of all, data breaches steal your most 
sensitive business information and share it without 
permission. Many work devices have gaping flaws, like a lack 
of encryption, that give hackers easy access to your data.

38%
of all data breaches reported to the OAIC 
last year were attributed to human error4. 

PHISHING

FACT

PERSON INFORMATION | CREDIT CARD NUMBERS | PASSWORDS

This varmint is a devil posing as an angel, sending your 
business messages pretending to be a ‘trusted source’. But 
really, they’re a trickster, causing your employees to hand 
over confidential or personal information like credit card 
numbers or passwords. 

In 2020, phishing cost Australian 
businesses over

$170 million in losses2.

Quaking in your boots? There’s no need.

Get the drop on
cybercriminals

Blackbird IT is partnering with HP & Intel to help 
local South Australian businesses understand where 
they’re most vulnerable against attacks. Sign up for 
your Blackbird IT Security Risk Audit and we’ll check 
over your endpoint devices and provide you with a 

comprehensive report.

By working with the experts in online security, you can
protect your business from Cybercrime’s Most Wanted.

1 https://crimestopperssa.com.au/media-releases/cybercrime-tops-the-list-of-concerns-for-sa-businesses/ 
2https://www.accc.gov.au/publications/targeting-scams-report-on-scam-activity/targeting-scams-report-of-the-accc-on-scam-activity-2020 

3https://www.cyber.gov.au/ransomware 
4https://www.oaic.gov.au/assets/privacy/notifiable-data-breaches-scheme/statistics/2021-1/OAIC-Notifiable-Data-Breaches-Report-Jan-June-2021.pdf 

LASSO YOUR
SECURITY RISK AUDIT

But never fear!
The sheriffs at

Blackbird IT, along with our trusty partners HP & Intel
are here. We’re keeping a weather eye on the biggest, baddest 

cyber threats to your business, so we’ve put together a list to help 
you recognise the low-down snakes when you see ‘em.

Giddyap! 

https://blackbirdit.com.au/endpoint-devices-are-your-first-line-of-defence-against-cyber-attacks/

